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I.  
BACKGROUND
To assure proper security of the Public Safety Building, access is to be restricted.  The street level lobby and the front hallway of the second floor are accessible to the general public.  The second floor front hallway offices and vending area are accessible to the public during normal business hours only. Access and Key Control will be strict, providing a key to an area, or unlocking a door to only those people who work in the area and those who Headquarters is aware have prior approval to access the area.

BUILDING ACCESS POLICY/PROCEDURES

A. Police officers, civilian police department employees, and other city employees with prior authorization (ex. Cleaning staff or HVAC engineers) whose identity has been confirmed may have access to the building at any time.  Any citizen entering the building must be signed into the Building Access Logbook. Any citizen entering the building must be signed into the Building Access Logbook. The Officer granting access gets id from persons accessing building unless escorted by Officer. The logbook will be found on the Headquarters Desk countertop.  Any police officer or civilian employee who is meeting a citizen must sign the person into the book.

B. An employee must escort any citizen who has entered the secure portion of the PSB at all times. Until the citizen is brought to the person/official they are here to see then the citizen becomes the responsibility of that person.
C. Any citizen entering the secured portion of the PSB will obtain the appropriate pass (visitor, contractor, etc.). Visitor passes need to be made and mandatory to be worn and visible by persons accessing building. The citizen will leave some form of identification in exchange for the pass and will list the pass number in the building access book next to their name.  If the person has no identification to leave in exchange for the pass, the building employee who is escorting the citizen will need to confirm the person’s identity.  The employee confirming the person’s identity will put their name in the book next to the citizen’s name.  It will then become the employee’s responsibility to return the visitor pass.  The employee will be responsible for contacting any citizens who fail to return the passes and for obtaining and retuning the missing pass(es) to Headquarters. Hallpass # recorded in access log
D. HVAC pass cards will be issued only to those contractors and employees having a valid need to access those areas. Contractor passes need to be made and mandatory to be worn and visible by persons accessing building. HVAC pass cards will be issued the same as visitor passes listed above.  If a PSB employee is issued a HVAC pass card, they will sign it out but will not need to leave a form. HQ/TSS need to be informed of who what where for contractors PRIOR to their arrival, separate pass for contractor would be
III. KEY CONTROL POLICY/PROCEDURES

A. If an employee needs access to an area where he/she is not authorized to enter (e.g. to drop off something to a given office) they will be accompanied by an Officer who will stand by so they can secure the area after. At no time will an employee be given a key to an area that that they are not authorized to enter.

B. If an access key is needed and authorized, the key will be obtained from the key control box. The employee or issuing TSS employee will retrieve the key from Keytrak or the key folder located at HQ. A master list of areas and their corresponding numbers will be will be kept at HQ as reference. 
C. Any person signing out a key will complete all entries for sign out in the Key Control Sign Out Log.

D. Any keys that are signed out will be returned as soon as possible.
E. After the person has signed for and received a key, any intrusion alarms for the area will not require a response until the key is returned or sufficient time has passed that the area should be again secure. 

F. When the person returns to the HQ desk with the key, the key will be signed back into the logbook, to include the time the key was returned. Any future intrusion alarms for the area will now again a response. Any future intrusion alarms for the area will require a response.

See attachment A for a copy of the Key Sign-out Log


